
sublect:' lmplementation of New window based Digital Signing utirity in prace of
existing Java based Utility in the sanction module of pFMS.

This is in continuation of this office oM No. t-13o4gt1t2o2o-lrD-ccA/e_2848/45
dated 03.05.2023 (Copy enclosed) on the subject mentioned above.
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OFFICE MEMORANDUM

Encl: As Above.

All Pr.CCAs/CCAs/CAs (with independent charge)

Copy to:

2. lt is reiterated that window based digital signing utility will be implemented from 1stJune,2023 for arr types of users of sanction mooul-e where presentry.riva naseo oigfiarsigning utility is being used.

3. All PrccAs/ccAs/cAs with independent charge are requested to look into the matterand arrange to ensure the readiness in field offices for migiation to Window baseo digitalsigning utility from 1st June, 20-23.. T.he relgtgd pre-requis'ites in this regarJ weie arreaoy
indicated in the above referred O.M. dated 3-3_2023 (copy enclosed).

This issues with the apprcval of Competent authority.

Ministry of Finance
Department of Expenditure

Controller General of Accounts
Public Financial Management System

clFMlS Vertical

Reminder-l

Date:24 10512023

(Anupam Raj)
Dy. cGA (clFM|S-PFMS)

To:

I {?iI CG^A (T_RBRyJoint (;cA (Roil out)/Joint ccA (DBT)
2. All Sr.AO./AOs of GtFMtS, O/o CGA.
3' sr.Accounts officer, rrD, t)/o cGA for uproading on the website of cGA



subject:- lmplementation of New window based Digitar signing utirity in prace of existingJava based utility in the sanction module of pFMS.

References (copies enclosed) :

1. OM No. MF-CGA/GtFMtSt2O2O-21t134 dated 03.09.2021
2. oM No.-v-12o2sr1r2oz1-pquS/ cyber security / cN-6609/ 2781-2834 dated 16.0g.20213. OM No.-V-12025nt2021-pFus/Cvber securitylcN-6609/4630-83 dated 27.fi.i0r1

With reference to the oMs referred above, it is informed that the pilot of Window based browserneutral digital signing utility was initiated for digital signing of monthly accounts uy nno ano er.n.o.and successfully introduced in the ebill system ior all ielat6d users.

2 lt has been decided to extend and implement this window based digital signing utility from 1st June,2023 for att tvpes of users of sanction modure-where presenty Java b""sea ;i;;i;i""ig;i"'g'rjiriiv i. u"ingused. The various functionalities which are affected are:

a. bill signing at DDO level (where ever configured),
b. digital signing of e-ppo,
q digital signing of Advices (e-tAffis and e-lGAAs),d. digital signing of e-payment XML file by signatories level in PAO/CDDO.

: :"^r:t:l r]g.ing.and approvat of sanction a1 pD Checker for DBT payments,r. usu enrollment at various levels.

File No. l-13049 t1 t2020-tTD-CGNe-z$41t 4{
Ministry of Finance

Department of Expenditure
Controller General of Accounts

Public Financial Management System
GIFMIS Vertical

Date:03/05/2023

OFFICE MEMORAN DUM

It is reiterated that the new Window based browser neutral digital signing utility requires Windows 10and above 64 bit processor. which was also intimated vide PFMS O.M. dated .l 6-9-2021 and 27-10-2021 referred above

3 All PrccAs/ccAs/cAs with independent charges are requested to look into the issue and arrangeto put in place the readiness with refe rence to thJ above-mentioneo oMs before 0.r-06_2023.

This issues with the approval of Competent authority

Encl: As Above.

(Anupam Raj)
Dy. CGA (ctFMtS-pFMS)

To:

All Pr.CCAs/CCAs/Cas (with independent charge)

Copy to:

1. Joint CGA (TRBR)/Join-t CGn (Rolt out)ruoint CGA (DBT)2. AilSr.AO./AOsofGtrMtS, OtoCCn-.-''-- 
Ivv'r\sr

3. Sr.Accounts officer, lTD, O/o CGA for uploading on the website of CGA



No. MF-CGA/GtFMtSi2020-21 / t3q
Government of lndia
Ministry of Finance,

Dilpartment of Expenditure
Office of the Controller General of Accounts

PFMS.GIFMIS

MOST URGENT

DSC for

3'd Floor, MLN Bhawan,
'E'Block. GPO Comptex, tNA Colony

New Dethi-1 10023
Dated : EFeptember, 2021

offi ce Memora ndum

Subiect: ser for N Wind ital re
Monthly Acco ntSubmissio n in PFMS.

To

All Pr. CCAstCCAsICAs with independent charge (Through Website)

Copy To:
PPS to CGA
PPS to Addl. CGAs
PPS to Jt. CGA$
Sr.AO, ITO for uploading on CGA Website.

ti

_ _ -.Reference 
is the parallel run of hlonthly Account Submission along with DSC byPAolPrAo user on pFr\rs. rn this regard, a new window utirity for o,git;r signature riforwarding the Monthry AJc is d:veloped and impremented in PFMS li ora"r'to pi*ra-"

ease of the users, a user guide s prepared and hereby enclosed for reference.

All Pr. CCAsICCAs/CAs vlth independent charge are requesled to guide the
concerned users accordingly.

(Anupam Raj)
Asstt. Controller Generai of Accounts

(GtFMtS)

W*



No - V - 12025 / 1" / 2021-pFMS/Cyber Secu ritylCN .urorlzng r_ zlsGovernment of lndia
Ministry of Finance

Dept. of Expenditure
Controller General of Accounts

Public Financial Management System (He)

OFFICE MEMORANDUM

,

3'dFloor Shivaji Stadium A.lnexe-
New Delhi_110001

Dar.ed: - t6 /Oq/ZOZL

l{ o{
(Abhey kuma r

ACGA(PFMS)

It has been noticed thal several entities using EAT/oBT module of pFMs have enrolled Dscs whichar€.not procured from the certifoing Authority, authorized by the controrer of certifyinS Authority of

This issues with the approval of the Competent Authority.

2' A reference is invited on the crause 6(2) pubrished in ca2ette notification dated 25l08/2015-Di8ita,siSnatures (End entity) Rure 2015 issued by Ministry of c"n,,n,r"n.ia" u rnformation Technorogy crearrysavs that 'The publc key certifi,:are of the certifuiig luthoritiesliatt be used to yeriry the authenticityof the dighal signature rertilicstes lssued to the subscribers.,

3. ln view of the above, following has been decided that: -

a) For existing users 'pAos, havinS DsC enrolred with Non- ccA rndia are advised to procure thecertified DSC from the empaneled vendors and enrolled with the PFMS by Ogllul2D2f.
. . Thereafter, non- compliant DSCs would be deactivated in ;FMS.b) For existing users-Agencies, a, such Non ccA, rJ;;;;; *i, be deadivated with immediate

:[::1"[* 
the direcrions to procure certified Dscs immediatety for resumins payment

4'Secondry' it came to notice thnt, at pFMs portar, interiace having utirity to perform Dsc operations arebeing done by using operatingr svstem windows-z ano tnternet 
"exprorer. 

The window-7 is rong backdiscontinued and internet exprorer is arso discontinued by;; ;;;rr;, br"*sers owing to security risk. rnorder to disabled the weak cypher suits in pFMs production enriron.ent, users working on windows 7are advised to upgrade with Window_ 1,0-or above for security orr,or"r. The deadline for upgrading theWindow 10 by all users sha be lilLol2}2t.

Copy to: -
1) PPS to CGA, O/o CGA, M/o Finance
2) PS to Addt CGA, PFMS oivision
3) Ail pr,CcAs 

/CCAS/CA (t/C) ofall Ministries/Departments for timely compliance4) PS to Jt.cGAs (ELlRR/{v/Hs/ss}
5) 006 Ntc, PFMS
6) All SrTD /TD, NtC, PFMS Division
7) All DyCGAs/ACGAs/AaAs of PFMS Division8l SrAO PFMS/|TD for urrloading on PFMS/CGA website.
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4 A ll t - t 3
, i,.rrpr.rr, ,.1 lrJir ! ' -
1,1irtislt r' Ltl' liittarcc

l)cpt. ,.r1' l:xpcnd it r-c

,lontn-'il':r Ccrcral r-)1' Aatoltlil!
I'rlrlic Iirran';ial itlarlagernenl S!.st.m ( L{.)]

l''r'rlo.r Shila-ii Sladiurrr Arler*
Ncr.- DclLi" I I (lii{) I

Dated: 21. 10.2(i2 i

(rt{RlCLNl}t,}l

Lr co tirurlk)n o{ 011]ce \4emorlindutr vidc even No.:781-l$.14 daled I6.09.202i ilopy

creloserlj, il is inrirrlated tlrat thq re* brou,ser ruiutral rtility lor DSC {rls,.r rcquiles a 64-bil tystem and does

rrot g:ork trrl sl.stems u,ith l2-bit .)ro(c;i,r'. A' sLtch.;rll u\cri.rre hereby !1d! ised ta efistlle lheir

aonputerslsysrerns have a 64-bir pro c\s{,r, on or brlor( l4lh NL\\cniher:021,l'ailinq wlrich lhey will not

be ablc to rcccss arry I'FlvlS applicatiorr wlich rttluires DSC aullle81ic81ion^

'l his issues rrith the approva of the {.)ornpetctrt A$thixi1y.

q

(^'irhcy krirnar)
.4CGA (P}'N.IS)

Copl. to: -

1. PPS to CCA. Olo CGA. lvllt, Fitiance

2. PS tLr Addl C:CA. Pl'lVS Di''ision
3. All Pr.CCAs ,'CCAslC;1 (l/(l) of all Ministricv'Depa*nrenis
4. PS ro.ir.CCAs ( H,i RRlCVl'lS/SSJ
5. t)Lx j \t( . t,r'\ts
6. .\ sr.1 D,tl). \l(. I'l NtS )iviri,:n
7. .,\ll Dy.CCi;\si,{CCAsIACA s olI'}Ii\IS Division
8. Sr.4O PFI\tSllTD lirr uploa<iilg on pFlvlSlCCA websile :


